Optum
ID.me Registration

This document provides the steps to register for ID.me access.

Sign up or Sign in to ID.me

1. Sign up for an ID.me account by doing one of the following:

- If you currently have an ID.me account, select Sign into ID.me. You must use the link provided to you
by Optum to start the ID.me Registration process.

- If you are a provider issuing controlled substances, use this link to register with ID.me and Optum:
Indentity proofing for ePrescribing with Controlled Substances

Note: A valid NPI and DEA number is required for Electronic Prescribing of Controlled Substances and
will be validated during the identity proofing process.

- Providers issuing non-controlled substances, use this link to register with ID.me and Change
Healthcare: ldentity proofing for ePrescribing

Note: A valid NPI is required for prescribing any non-controlled drug and will be validated during the
identity proofing process.
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https://api.id.me/saml/SingleSignOnService?EntityID=https%3A%2F%2Fclinician.changehealthcare.com&Binding=urn%3Aoasis%3Anames%3Atc%3ASAML%3A2.0%3Abindings%3AHTTP-POST&AuthnContext=epcs
https://api.id.me/saml/SingleSignOnService?EntityID=https%3A%2F%2Fclinician.changehealthcare.com&Binding=urn%3Aoasis%3Anames%3Atc%3ASAML%3A2.0%3Abindings%3AHTTP-POST&AuthnContext=erx

ID.me Registration
2. Select Create an ID.me account.

ID.me + Optum

Create an ID.me account
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email®
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password*

Confirm password*

3. Add all required information and select Create Account.

4. Check for an email from hello@id.me and either select the link to confirm your email address or enter the

six-digit code from the same email.
ID.me + Optum

CONFIRM YOUR EMAIL ADDRESS

We sent an email to myemail@em.com.

Click the link in our email

Check your
and click

" veriy
blocked,

Wi o nes o conim my ez

Enter the 6-digit code from the email

(confirmation Codo

Didn't receive the email?.

5. Choose a Multifactor Authentication option:
Push Notification- Sends a notification to the mobile device that the user will approve or decline when

signing for a controlled substance.
Code Generator- Sends a six-digit pin number from the ID.me Authenticator to use when signing a

controlled substance
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ID.me Registration
ID.me + Optum

Download an Authenticator app

ID.me + Optum oo downioad he
SEGURE YOUR AGGOUNT
o . B ‘ =
Tetmescge i
Choose a multi-factor authentication
(MFA) option P

== (312)888-5555

6. Confirm your device by entering a six-digit pin from the ID.me code generator or approving the Push
Notification sent to the mobile device.

ID.me + Optum

SECURE YOUR ACCOUNT

Confirm your device

ator app and ener

Entortho 6-cligitcodo*

017095

Namo your dovico

cabeck

Whatis Dme? | TomsofSorvico | Privacy Poicy

7. Generate a recovery code and save the information. You can use this information to access your ID.me
account if you no longer have access to the mobile device that was used to setup your ID.me account.

YOUR ACCOUNT IS NOW SECURE

Recovery code

Arecovery code can be used in the event you lose:
‘access to your mult-factor authentication devie.

Generate recovery code

8. Choose a verification method to confirm your identity.

VERIFY YOUR IDENTITY
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ID.me Registration

9. Fill out the forms on the next several pages to complete the ID proofing process until you get to the
following window.

YOU ARE VERIFYING FOR

A 8o awaro thatfraudstors may:

+ Groatofako postings including
offors that soom t0o good to bo truo,
h as fake jobs or apartments

« Provide instructions to complote
actions for thom

if you beliove this is happening to you.
STOP NOW and repart fraud.

Is this your email address?

myemail@em.com

10. Select Yes.

11. Select Begin to start the process of confirming your medical credentials. An NP1 is required for all
prescribers and a DEA number is required for issuing Controlled Substances.

WhatisiDme? | Terms of Service | Privacy Policy

After completing the verification process, the application confirms You’re Verfied!

( Youre verified!

To take advantage of Medical offers
and benefits, click Continue

Your ve
allows you

12. Select Continue.

13. Select ALLOW on the following window. If you do not allow ID.me to share this information with Optum, you
will not be able to ePrescribe.

AUTHORIZE OPTUM

Optum willrecelve:
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ID.me Registration

The application displays the following confirmation message.

ID.me + Optum

Congratulations! Your identity has been confirmed with ID.me.
You may now send prescriptions electronically.
Please return to the other window or tab to continue with your current workflow.

You may now close this browser window or tab.

Recover your MFA

To recover your MFA (multifactor authentication method) if you no longer have your MFA device, follow the instructions
from ID.me by going to: Recovering your multi-factor authentication (MFA) method — ID.me Help Center.

Verify your ldentity on a Video Call

Verifying your identity on a video call — ID.me Help Center provides details on what to expect during the Virtual In-
Person Proofing if you are unsuccessful in verifying your identity via the online identity proofing process. The article
explains the process and what types of documentation are required to be presented to the Trusted Referee.
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https://help.id.me/hc/en-us/articles/360017927633-Recovering-your-multi-factor-authentication-MFA-method
https://help.id.me/hc/en-us/articles/360052242853-Verifying-your-identity-on-a-video-call
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